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ISR T AR R AT (o FLRTE FIR 51 F SCfR, A3 H IR AR 3
TASCE . FURAE FII S S, HEehiios CBRERTa s &M T4,

GB/T 16262. 1 {5 EHAR HIGEEICE-(ASN. 1) H1H5r: FEAILEMTE

GB/T 20518-2006 15/ 4R APIIEMBIH Kk kg

GB/T 25069-2010 {5 B &4 A Kik

GM/T 0009 SM2% AL i At TG

GM/T 0010 SM2%RYSEIL N 2544V BAFARTE

GM/T 0015-2012 J&-T-SM2%5 figh S50 (1) i ik 54 =R

GM/T 0020-2012 iIF-45 M I Z5 & ik 554 1 Ve

3 KRBEFEX

GB/T 250695% 52 i1 LA K R AUATER & SGEH TA . A TETMH, DLNEESH T6B/T
25069 H [1) HE L AR EFTE o

3.1
HEEEHIARLZ intelligent transport systems (ITS)
NI ARY, i B mcmiEaite b, EhadrEeE. @E. 8V, B3
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DS, BRI S, IMTESL— DR 5. 24, Wk, fFamsGascsiztik

.

[GB/T 20839-2007, 5 X2.1]

3.2

BERERITMARS cooperative ITS

WAL L BREEH, SCHIERMERE M (V2D o ERSER (V2V) | Y
N (V2P) Z IR R T F] S TC & 1 —Fh s Bz i R Gk R .
3.3

WFIEP digital certificate

HIMER A P24 A S AFERREHEEE. A%, EREEE. AR L—1%
I R4S B S
3.4

SM2EE5%  SM2 algorithm

— PR th e A Sk, BB R 256 LR
3.5

BERRE algorithm identifier

FF AR B S B AL S

4 HEREIE

DL 4 B 75 18 T A A

ASN. 1: h&RiEZ:ARiE (Abstract Syntax Notation One)
CA: AUEHLA (Certificate Authority)

OER: J\ 45 gmigsii] (Octet Encoding Rules)

CRL: UEPEH%)#% (Certificate Revocation List)
ITS: #ftizki &4 (Intelligent transport system)
0ID: X ZFRRFF (Object Identifier)

UTC: Mt 5, (Coordinated Universal Time)
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5.1 #had

A TS SUUE T LR LV SREAA S A 4 I0 T I NS SR T4
B T P CL AR AT, 2 SIS A7 5 9 L 0 B e 7 556 38

5.2 HEEA

JF AL BSTR SOF SignData (INTEGER itsAid, BSTR InData)
iR XHH AT B 24

W

4 itsAid[in] AT

InDatalin] MEDSYD'e
REME: B ZEHE
75 ERe

RSN TBSDataZS My I A% 45 R . (8 A4 FIE R BIVLRC A4 BB, W R SCREAT 2%
Hro FIRIAL 224 DA SOE LNREA T B IR 25 2R o

5.3 WiEE#

JFE BOOL SOF VerifySignedData (BSTR EncodeCert, BSTR SignValue)
TR : ErANRERSS - e
S8 EncodeCert[in] L FAUET
SignValuel[in] TR
MRIEME:  TRUE R
FALSE R

5.4 JAEXFHBINE

JF BSTR SOF EncryptData (PublicEncryptionKey[] pk, BSTR InData)
IR« X B HEAT B s
ZH: pk [in] hnE 2%
InDatalin] ERSY
REME: ZAH R
7 KK

5.5 FEXMFRHERER

JR Y. BSTR SOF DecryptData (BSTR InData)
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EiiipaY X S AT Bl e

S
InData[in] LA E
REME: B TH B
ol I

5.6 MHRHEMZ

JiR 2 . BSTR SOF EncryptData (INTEGER symmkeyindex, BSTR InData)
IR - X B AT B
S8 symmkeyindex YRR 5]
InDatalin] MEDSN 'S
REME:  HE ZARHE
7 I

5.7 MHEREZ

JE T BSTR SOF DecryptData (BSTR InData)
IR - X B AT SR
ZHL: InData[in] LA E
REME:  HES HBJR L

Kl KK

6 REHBIBE
6.1 &Rk
A BRE R 2R R I AR TR B, AT R AR TR R, AR R
SUSENREACTT TP ESSitE
a) M HREBEBOGHMGE . A% AGHER . tE AR BAUETR, 88054
A EAE GM/T 0010;
b)  MNHERREEN ITS BAUETIlS, 24 KA 45 M 28 BG4
6.2 AfER ITS REHEIEE
6.2.1 REHE  SecuredMessage
LA R 58 SCT AR g i 3E F 1 2 A1 B



6.2.

6.2.

HAEI ITS 22l AT AR AW T
secureMessage ::= SEQUENCE {
version Uint8,

payload Payload

}

version: ASCRIHE SURA A 2;
payload: YHEM#;
a2 DL A

2 HESH

Payload ::= CHOICE({

unSecuredData Opaque,
signedData SignedData,
encData EncryptedData
}
ERSSAE =SSR

unSecuredData: K4, RINERNE;
signed: 24 H#;

encData: JNZHE;
2.1 EZEZHEEAR

SignedData ::= SEQUENCE {

signer SignerInfo,
tbhs TBSData,
sign Signature

}
signer: &4 EHIRIN;
ths: R4 HEHE
TBSData ::= SEQUENCE {
headerInfo  HeaderInfo,
data OCTET STRING (SIZE (0. .MAX))

extHash OCTET STRING (SIZE(32))

Optional,

Optional

T/ITS 0074—2017
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}

AR 2 b
data: BEFBAIE IR A A
extHash: WIRAFRE 4 BER BB Ty SR, ABEEIRIE, U SMEAr 25 Kb 140 220

sign: Xf tbs 4R,
6.2.2.2 EZHEEkX
HeaderInfo ::= SEQUENCE {

itsAid INTEGER,

hashAlg HashAlgorithm  Optional,

genTime Time64 Optional,

expiryTime  Time64 Optional,

location ThreeDLocation Optional,
digest HashedId3 Optional,

encKey PublicEncryptionKey Optional

}

itsAid: FREACHE N HARIR,

hashAlg: digestFlextHashfT i FH (I ZEVEL; B SM3;

genTime: YA R/~ £ [A];

expiryTime: YR AL A];

location: VB ALK HEFE AR

digest: T SDSIREUAFRIN AHEA 565 A IIUE 5

MencKey AA1ERT,  Feommi N5 7 L8 FencKey 6 52 (RIXH AR s Fadoinas, B4R &I AH

X o Bk B n %
6.2.2.3 MEHE
EncryptedData ::= SEQUENCE {

recipients SequenceOfRecipientInfo,
cipherText  SymmetricCipherText

}

recipients: JHEIZIE

cipherText: #HN% AV B3 SCRE LS AL
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SequenceOfRecipientInfo ::= SEQUENCE OF RecipientInfo

6.2.2.4 HEEX
5E ST HIAN [ B0 R0 85 B2 45 31 1) 3
SymmetricCipherText ::= CHOICE{
sm4Ech CipherText,
sm4Chc SM4CipherTextCbc,

sm4Cfhb SM4CipherTextCbc,

sm40fb SM4CipherTextCbc,

aesCem AesCemCipherText
}
X TR TN B 5
CipherText ::= Opaque

¥ %5 5% cbe/ofb/ofb 7 AR B SIS 4L
SM4CipherTextChec ::= SEQUENCE {
iv. OCTET STRING (SIZE(16)),
cipher CipherText
}
iv: HIgsALm
cipher: &E;
AesCem)# LA Z 4L
AesCemCipherText ::= SEQUENCE {
nonce  OCTET STRING (SIZE(12)),

cipher CipherText

7 BEARTERER
7.1 ik

AAREASE FHASN. 15 B0 25 My Ny BB AT ks, SR A\ 22715 4m A KL (OER) X 25 44 i
RS TS BT HRAS . A0 XESTER BB R G EIR S P A TR A, Xt
TCRRAEAER B R IE RS &4l B A E R .
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7.2 R

T AR AS SR R A e S A A -

Uint3 ::= INTEGER (0..7)

Uint8 ::= INTEGER (0..255)

Uint16 ::= INTEGER (0..65535)

Uint32 ::= INTEGER (0..4294967295)

Uint64 ::= INTEGER (0..18446744073709551615)
IValue ::= Uintl6

N S5 F SR ) BA E

OCTET STRING (SIZE(0..MAX))
7.3 32 {sIBFE] Time32

Time32 ::= Uint32
Time32 J&—> 32 S LR 5 B4, mfrisegmidig =, H 2004 45 1 H 1 H UTC 00:00:00 JF45,
o ] e S I T (R R
T 1:232 PP BIARFSEZ) 136 4F, HE 3 2140 4.
7.4 64 fiBFE Timeb4d
Time64 ::= Uint64
Time64J& —/M64A TofF 5 B4, bt e dmidag =X, H20044E1 H 1HUTC 00:00: 00746, 45 H
] o7 J5 1 R ] RO AR 2
7.5 ZEE Latitude

Latitude ::= NinetyDegreelnt
NinetyDegreelInt ::= INTEGER {
min (-900000000),
max (900000000),
unknown (900000001)
} (=900000000. . 900000001)
KnownLatitude ::= NinetyDegreelnt (min..max)

~T90FERIEQOLE, [A] R A1 .
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UnknownLatitude ::= NinetyDegreelnt (unknown)
AT BT — AW, KRNI .
FOVF )2 AR 6 Bl AL-900 000 000~ + 900 000 000, {A900 000 001 & & AT H .

7.6 & Longitude

o

Longitude ::= OneEightyDegreelnt
OneEightyDegreelnt ::= INTEGER {

min (-1799999999),

max (1800000000),

unknown (1800000001)
}(=1799999999. . 1800000001)
KnownLongitude ::= OneEightyDegreelnt (min..max)
UnknownLongitude ::= OneEightyDegreelnt (unknown)
ST B A NG, ROV .

Y FEETEREIMA-1 800 000 000™+1 800 000 000, {H1 800 000 001FK <& AT H

7.7 3D{:LE ThreeDLocation

ThreeDLocation ::= SEQUENCE {

latitude Latitude,
longitude Longitude,
elevation Elevation
}
Elevation ::= Uintl6

TRk, Bhr: k. BUETEE -4095 (0xFO01) dm ~ 61439 (OxEFFF) dm.

7.8 8 FHISAE(E Hashedlds

“H-

o

HashedId8 ::= OCTET STRING (SIZE(8))

AN A A R BNE B SEEE . 8 et S A B s (8, B2 A IS A A IR8 A 7

7.9 3FPHMAE(E  Hashedld3
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HashedId3 ::= OCTET STRING (SIZE(3))

AN A {E R URIE TS S50 - B et SR A B e A 8, U327 B R A fE A IR 37
iE
7.10 Hash H3X
HashAlgorithm ::= ENUMERATED {
sgdsm3,

sha256,

sha3-256,

711 HHh[EERZE

EccCurve ::= ENUMERATED {
sgdsm2,
nistP256,

brainpoolP256rl,

}
7.12 XIFRESR  SymmetricAlgorithm
SymmetricAlgorithm ::= ENUMERATED {
sgdsmdechb ,
sgdsmdcbe ,
sgdsmdcfb ,
sgdsm4ofb ,

aes128ccm,

}
AR TR T X RR B I3 B
7.13 fNZ/ 4H PublicEncryptionKey

10
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PublicEncryptionKey ::= SEQUENCE {

supportedSymmAlg SymmetricAlgorithm,
curve EccCurve,
publicKey ECCPoint

}
BETFTR — AT AR OISR A A, NUR] SR RN R i 5

7.14  MEZERIXTFRZESH EciesEncryptedKey

EciesEncryptedKey: := SEQUENCE {
eccCeurve  EccCurve,
v ECCPoint,
¢ OCTET STRING(SIZE(16)),
t OCTET STRING(SIZE(32))
}
WA T SCT AT A3 A N (RS R 2
eccCurve: JEXTFREADIZ FLAE A0 5 Hh 2k
v AE T TN RRIETT I 250 . eImE 2 v R RS — IR, RO R AR A%
—HTEY.
) fre: A0S BN AR AR ES B o
e AN SR [ B AR, bR A M 2 AN SR [ RS
AF 16T G ML, HBIER 167, 1657 NE.

7.15 HERZEIEE Signerinfo

ARIHIR TUEBREAE BIE o %TOE CONSigner InfoRA,  JLEEMNT ;

SignerInfo ::= CHOICE {
self NULL,
certificateDigest CertificateDigest,

}
CertificateDigest ::= SEQUENCE {

algorithm HashAlgorithm,
11
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digest HashedId8

}

self: HZ&4, THINMHE.

certificateDigest: F¥EEMIER L. MUET11 % Hash, 52| ARiH.
7.16 EWE{ZE Recipientinfo

RecipientInfo ::= CHOICE({

pskRecipientInfo PreSharedKeyRecipientInfo,
symmRecipInfo SymmRecipInfo,
certReciplInfo PKRecipientInfo,

signedDataRecipInfo PKRecipientInfo
}
PreSharedKeyRecipientInfo: FRILZEEHIFIFREEEH
PreSharedKeyRecipientInfo ::= SEQUENCE {
hashAlg HashAlgorithm,
symKeyHash HashedId8
}
symKeyHash: 352 IR B 5% BH 1047 22 5

hashAlg: +% smyKeyHash Fr4f 25005,

SymmRecipInfo: £ ik AR S EH XF R 02 o 1A o R 5 1 1) 485 S
SymmRecipInfo ::= SEQUENCE {

hashAlg HashAlgorithm,

recipientld HashedIdsS,

encKey SymmetricCipherText
}
encKey: F-T-HEINE IR FRE ], PIHARIRRE FIIn 2 5 15 5
recipientId: FTf#% encKey HXTFREEEH B 5 2L
hashAlg: T 15 recipientId HUMEE:,

PKRecipientInfo: ZN8HMIEE BN FR S EH R 28 305

12



T/ITS 0074—2017
PKRecipientInfo = SEQUENCE {

hashAlg HashAlgorithm,
recipientld HashedId8,
kek EciesEncryptedKey
}
recipientld: FEXIFRINE I AARTE N AN hashe J AR EUET, WEMIEFR) hash; 24
WIHF B4 B H 1 encKey, MISA SignedData [ hash.
hashAlg: 15 recipientId F#% Bk,
kek: FHIZWSCE AN IR0 FR 2 5
7.17 %% Signature
KGR E X T — DR, A THREET AHBEEEENSAE. LEWmT:
Signature ::= SEQUENCE {
curve EccCurve,
r ECCPoint,
s OCTET STRING (SIZE (32))
}
wF . EZE, ECCPointdyK Hx—onlyfEt.
A EIFESCN: Hash( Hash(data) || Hash(signer) ); Hrfdata N2 did iy,
signer A4 HE . MERN, signer AERKFZTHA [7 7 . getBytes 0 ) 5 HIEEZR, AE
ZAFUET IS N2

13
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Mt R A

(ERMEMIR)
E1EX ITS Z& X REERG

A1 HEAR

AFRIy A EAERITS AR AT BHIRB, - I8HE € LT — M A SecuredMessaged
N %‘

FIIIS 4 B, AT R0 11223340, 6N BLAEHIJE8T45,
A2 BEEEHIE

Total encoded length = 87

Encoded successfully in 87 bytes:

02818100 11223344 55667788 80000101 04112233 44008001 02030405 06070801
02030405 06070801 02030405 06070801 02030405 06070801 02030405 06070801

02030405 06070801 02030405 06070801 02030405 060708

A3 FRHIERENR

SecureMessage SEQUENCE
version Uint8 INTEGER [length = 1]
2
payload Payload CHOICE [index = 1]
signedData SignedData SEQUENCE
signer SignerInfo CHOICE [index = 1]
certificateDigest CertificateDigest SEQUENCE
algorithm HashAlgorithm ENUMERATED [length = 1]
0
digest HashedId8 OCTET STRING [length = 8]
0x1122334455667788

tbs TBSData SEQUENCE
14



headerInfo HeaderInfo SEQUENCE

itsAid INTEGER [length = 1]
1

data OCTET STRING [length = 4]

0x11223344
sign Signature SEQUENCE

curve EccCurve ENUMERATED [length = 1]
0

r ECCPoint CHOICE [index = 0]

x—only OCTET STRING [length = 32]

0x0102030405060708010203040506070801 . ..

s OCTET STRING [length = 32]

0x0102030405060708010203040506070801 . .

T/ITS 0074—2017
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Mt & B

(ERHEMIF)
E1ER 1TSS Z2mZHE R

B.1 #fi&k

ARE o — N EAERITS e N H B, wEEHE e X T — M5 4G SecuredMessage4h

Iz S EdR, 2250 ~0xfabbecl ffabbeclffabbeelffabbeclf, AN H 45K 146777

B.2 MEHSHIE

Total encoded length = 146

Encoded successfully in 146 bytes:

02820101 82001122 33445566 77880084 01020304 05060708 01020304 05060708
01020304 05060708 01020304 05060708 01020304 05060708 01020304 05060708
01020304 05060708 01020304 05060708 11223344 55667788 11223344 55667788
11223344 55667788 11223344 55667788 11223344 55667788 11223344 55667788

8010FABB CC1FFABB CC1FFABB CC1FFABB CC1F

B.3 fNEHIERET

SecureMessage SEQUENCE

version Uint8 INTEGER [length = 1]

2
payload Payload CHOICE [index = 2]

encData EncryptedData SEQUENCE

recipients SequenceOfRecipientInfo SEQUENCE OF
RecipientInfo CHOICE [index = 2]
certRecipInfo PKRecipientInfo SEQUENCE
hashAlg HashAlgorithm ENUMERATED [length = 1]

0
16



recipientld HashedId8 OCTET STRING [length = 8]

0x1122334455667788
kek EciesEncryptedKey SEQUENCE
eccCcurve EccCurve ENUMERATED [length = 1]
0
v ECCPoint CHOICE [index = 4]
uncompressed SEQUENCE

x OCTET STRING [length = 32]

0x0102030405060708010203040506070801 . ..

y OCTET STRING [length = 32]

0x0102030405060708010203040506070801 . ..

¢ OCTET STRING [length = 16]
0x11223344556677881122334455667788
t OCTET STRING [length = 32]
0x1122334455667788112233445566778811 ..
cipherText SymmetricCipherText CHOICE [index = 0]
sm4Ecb CipherText OCTET STRING [length = 16]

Oxfabbcclffabbcclffabbeclffabbeclf

T/ITS 0074—2017
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