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RIBEH HFIEPER
1 SEHE

APRERUE 1Az i RGP BT 02 B Is i R G B TIET
Atritd 1Al i A AUy IR M AR B R gt (RS SR REisk R g
TIRMSEN D Beit WPk I ZAECTAEBS VAENU 1247 4EAE 2

2 BEMSIRAxH

THN SRS T ASCAF IR 2 AT A1 o FUE HI 51 S, A0E: H I AE A T
A FURAE RS S, HRRiicA (ORI B SR 3& AT A5

GB/T 20518-2006 152 ZA&HA APIFHEAIE Hr ik %

GB/T 25069-2010 fZE Z&H AR Rik

GB/T 16262.1 {5 BEA HIGIEZIAE-(ASN. 1) 15 HEAIERE

GM/T 0009 SM2% REAR2As FH AN

GM/T 0010 SM2%RLARIININES %5 4 1 BB e

GM/T 0015-2012 T SM2%5 G Sy (7 UE 4% 2
3 ARIBAMEX

GB/T 25069515 [¥1 LA K R AARGERE SUEH T A A THETAER, LUFEZSIH 76B/T
2506911 FIRELEARIE A E Lo
3.1

EREBMIARL intelligent transport systems (ITS)

MR ARG, —RERTHNOEEMEE b, ERENER,. @E. TEN. A3
PRI R GRS EOR AT T, @I e ATIB (S BR AR SR G HOR, STl 532 0. S R AL
AR G E ST AR, nsgiie TSR Z KR, BB RGNIBTHE,
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[GB/T 20839-2007, 5& X2.1]

BIEREREBMARE  cooperative ITS

AR RIS R G HEUE R A T FEAE BT BRI . N EE T &
VB BTG MRS SRR S, 2, HRMARS, w LA AZi@iE i
F M ARAEE AL I SR AR S A R K2R 5 VR B RS

HFIEH digital certificate

HE AN, BABUEME. Atk A EM S =00E IR (CA) T HF84
¥R B S
3.4

ITSI&EIER ITS device certificate

HIEZINATH, BAEBURME. AlfEtkE. A EMR S =00 BUGEN (CA) BT 724
(RITH 1) 8 RIS A AR G h I AR AT, M) B T RS B i 5 R TR
3.5

IEBHEEFIFR certificate revocation list; CRL

CAXSHUES FRIIE F T 25 R (K — AN B S
3.6

JERINIENLH certificate authority; CA

GTTRIE N BCIESS, 22 EAERBUEN . B AT DLEFEZ U Y B
3.7

SM2E L SM2 algorithm

— AL H 2R S, I 256 U .
3.8

BER#RIH algorithm identifier

F TR S LS B



4 UEEEVE

PR 4 8@ B A .
AID: MF#FRIRSF (Application Identifier)

CA: ANIENLKY (Certificate Authority)

CRL: WFEPHUEHHIFR (Certificate Revocation List)

ITS: #Etizf g4 (Intelligent transport system)

0ID: X EFRINFF (Object Identifier)

SAE: EERZFETIEIMF< (Society of Automotive Engineers)

UTC: thifit 5l (Coordinated Universal Time)

5 IEBSHE

AL iE Iz A G B AIE T AR RO E B HE DA R FRIE
a)  HURIE P —— A S 3 i 28 ¢ 9 AR UAL) B 55 B R T o
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6.1 HANERER

HURRIE A% XN A5 AGM/T 0015-20 12kRHE K .

6.2 RFASUEBEN

N GUIEPAE RN RFECM/T 0015-201 28R HEELSK o

6.3 HERRIEPHENX

N RAFPAE RN FFEOM/T 0015-201 28R HEE K o

6.4 WEIEPIER
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6.5.1 HAKTEIRRB

6.5.1.1 %R

N SR SR B A E SO AR

Uint3 ::= INTEGER (0..7)

Uint8 ::= INTEGER (0..255)

Uintl6 ::= INTEGER (0..65535)

Uint32 ::= INTEGER (0. .4294967295)

Uint64 ::= INTEGER (0..18446744073709551615) — (hex) ff
IValue ::= Uintl6

CrlSeries ::= Uintl6

IR\ 15 A R (1 [R) SR PR B 45 5 S g -
Opaque ::= OCTET STRING
NHIGEE R R ] 5E

OCTET STRING (SIZE(0..MAX))

6.5.1.2 Hash B%

HashAlgorithm ::= ENUMERATED {
sgdsm3,
sha256,

sha3-256,

}
6.5.1.3 #HEPHZ

EccCurve ::= ENUMERATED {
sgdsm2,
nistP256,

brainpoolP256r1,

}

febe s,

6.5.1.4 XFRINZFE XL SymmetricAlgorithm
4

(hex) 07
(hex) ff
(hex) ff ff

(hex) ff ff ff ff

ff ff ff ff ff ff
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SymmetricAlgorithm: := ENUMERATED {

sgdsmdech ,
sgdsmdcbe ,
sgdsmdcfb ,
sgdsmd4ofb ,

aes128ccm,

}

AWM TLG) 28 NSRRI IR RS Lk
6.5.1.5 ZZN\%0 PublicVerifyKey

PublicVerifyKey::= SQUENCE {

curve EccCurve,

key ECCPoint,

}

ECCPoint::= CHOICE {
x—only OCTET STRING (SIZE (32)),
fill NULL, — consistency w 1363 / X9. 62
compressed-y—-0 OCTET STRING (SIZE (32)),
compressed-y—1 OCTET STRING (SIZE (32)),

uncompressed SEQUENCE {
x OCTET STRING (SIZE (32)),

y OCTET STRING (SIZE (32))

}
ZEER IR — N TR A BT A
6.5.1.6 HNZ/N4A PublicEncryptionKey

PublicEncryptionKey ::= SEQUENCE {

supportedSymmAlg SymmetricAlgorithm,
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eccCurve EccCurve,

publicKey ECCPoint

B AT AR TR A, AR SRR PR A R R
6.5.1.7 8FTIMEA{E Hashedld8

HashedId8 ::= OCTET STRING (SIZE(8))

A A AR UIRE A58 . XA BERE S — MRS HETH RS
o IS A58, SR 5 IS 7508 T I A 1T BRI )\ 32 W MBI i e Js )\ A
T
6.5.1.8 32 {iiA}jE Time32

Time32 ::= Uint32

Time32/2 —AM32LLTAF S HE, A fedmtidis s, H20044E1H 1HUTC 00:00:007F4R, 45
5] B S5 B ] (D

6.5.1.9 IBEAYXIE GeographicRegion

GeographicRegion ::= CHOICE {

circularRegion CircularRegion,
rectangularRegion SequenceOfRectangularRegion,
polygonalRegion PolygonalRegion,

}

SequenceOfRectangularRegion ::= SEQUENCE OF RectangularRegion

ARTGURRYR 58 ST TEFS L FH M X, 306 e DX sl LA P ke BR bR 15 (A sk

V-3 BT A 3 T B2 1R BB A i — 503 FE R (190 B LA SRR 8K
6.5.1.10 [EFXI CircularRegion

CircularRegion ::=SEQUENCE {

center TwoDLocation,

radius Uintl6



T/ITS 0075—2017
AREERE ST — AR, Il BAT LK ALK Zradius M Gcenter. $i5E (30X

S MRERIR IR T L AT E SR B O S ES BRI/ T BT 212 . A SRR A gIA
RFEAEIRTE X 35 N 7K PR S B R ERAAR AL Tz X .
6.5.1.11 4EJE[XIH RectangularRegion

RectangularRegion ::=SEQUENCE {
northWest TwoDLocation,

southEFast TwoDLocation

}

XSGR 3E E M B K IR 3E B 0 (northWest. latitude, northWest. longitude),
(southFast. latitude, northWest. longitude), (southEast.latitude, southEast. longitude),
and (northWest. latitude, southEast. longitude). &2 IS ELIERE. mE S
AN N R T IEXIRA BKF RS H BB AL T X
6.5.1.12 ZihF X PolygonalRegion

PolygonalRegion ::= SEQUENCE SIZE(3..MAX) OF TwoDLocation

XA 5K 8 LT — AN XS — R IR R R, 8 XAES H R R . i %
BB X A E AT H BT, R 08I S ek R ek e . R L IRE
Bl SRR — B ARVPROHLIX R 2 I A S At

ML B RN N Z T X IR N KPR S 28 BRI AL T 120 X

—/NME R HPolygonalRegionfl & 22/ =43, fEH & PolygonalRegion, Ba £k 6 B 2 10 T
AHAZE
6.5.1.13 2D{iE TwoDLocation

TwoDLocation ::=SEQUENCE {
latitude Latitude,

longitude  Longitude

}
XA S5 A8 T 8 XIS THE BRI R . S A4 7 Beto & B e LRI Zh L
JEo
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TEE XN BRSSO B 4w id T FISAE J2735[B20], B2 7 N4 FE{E 900 000 001 (A

TR AR ) AL 800 000 00148 (FRE/RAFEVRA T ) /=& T30 o

6.5.

6.5.

o

6.5.

1.14 %E Latitude

Latitude ::= NinetyDegreelnt
NinetyDegreelnt ::= INTEGER {

min (=900000000),

max (900000000,

unknown (900000001)
} (=900000000. . 900000001)
KnownLatitude ::= NinetyDegreelnt (min..max)
—H190JZ FI1E90SE, [AIRE V1T .
UnknownLatitude ::= NinetyDegreelnt (unknown)
G BRAE - NEERY, KRV
FEVFRI4 BEMETEE A-900 000 000™ + 900 000 000, {900 000 001 HA L&A H] FI .

1.15 2 Longitude

Longitude ::= OneEightyDegreelnt
OneEightyDegreelnt ::= INTEGER {

min (~1799999999),

max (1800000000),

unknown (1800000001)
}(~1799999999. . 1800000001)
KnownLongitude ::= OneEightyDegreelnt (min..max)
UnknownLongitude ::= OneEightyDegreelnt (unknown)
ST B E B, ROV .

YL FEEETEE M-1 800 000 0007+1 800 000 000, {1 800 000 001K/ RLFE AT

2 UEP Certificate

ITSW A BUFIE T B A SR U REZC Il RSB TAE TS, FEAEHRSE T
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Certificate ::= SEQUENCE {

version Uint8,
signerInfo SignerlInfo,
ths tbsCert,
signature Signature

}

thsCert :: = SEQUENCE {
subjectInfo SubjectInfo,

subjectAttributes SubjectAttribute,

validityRestrictions ValidityRestriction
}
ITSBEARHIE T2 W SRA.
6.5.2.1 BERZA Version
ARWEIR TAESRIRA T R & R0 SCRAZAE N2,

6.5.2.2 ZE&E(EE Signerlnfo

AR TIEREAH G R . %I € XChSigner Infoi A, HEHMWTF:
SignerInfo ::= CHOICE {

self NULL,

certificateDigest CertificateDigest,

}
CertificateDigest ::= SEQUENCE {
algorithm HashAlgorithm,
digest HashedId8
}
self: HZ4, TLHHMTE.
certificateDigest: FIHEE I ERIZIHES 1T 5 Hash, F3HIPRIA.

6.5.2.3 FRI{SE Subjectinfo
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ATBRIR TIEBH EBUE L. ZIOE L ySubject InfoiRY, HATHUIT

SubjectInfo ::= SEQUENCE {
subjectType SubjectType,
sub jectName OCTET STRING (SIZE(0..32))
}
subjectName P& T £ B E . subjectNameZs K [ & KK 3275
Mezé g CE AT

SubjectType: := ENUMERATED {

enrol ImentCredential ,/ENHIET
authorizationTicket ./ BRBGES
authorizationAuthority  , //#ZAHLI
enrollmentAuthority , [ /EMHLAY
rootCa . //RRIENLAY
crlSigner //CRLAZE J 3

}
B 5P UEN B SR, TS £ M AF A SubjectType Nenrol ImentCredential HJSub jectInfo
FIIEF . RUEREE IR T2 R TSI A NHES GRBGET) 80H 75 HARITS IR & A IE#EE .
M5 HoAh ITS % 45 8 (5 i, ITS i 4 M f# F SubjectType SN authorizationTicket ]
SubjectInfofJiEFs. HSUEFEEIE TR TSR FRPGETS GEAHETD) .
TN LR NI TS 2425 R FZRGIE T, SubjectType 24 ~HauthorizationAuthority.
IAENLR NI TS A 2 RVFEMHIER R, SubjectType ¥4 Nenrol lmentAuthority,
WAEAUE A GEN RS ZAE TSI, SubjectType 24 rootCa.
IE-PHEH PR 025444, SubjectType 24 4crlSigners
6.5.2.4 EFEM SubjectAttribute
ARBARR TUET R E R . W€ L9SubjectAttribute, HE5HUNT:
SubjectAttribute ::= SEQUENCE {
verificationKey PublicVerifyKey,
encryptionKey  PublicEncryptionKey OPTIONAL,

assurancelLevel SubjectAssurance OPTIONAL,

10
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itsAidList SequenceOfitsAidList OPTIONAL,

itsAidSspList  SequenceOfitsAidSspList OPTIONAL,

}

SubjectAssurance ::= OCTET STRING(SIZE (1))
SequenceOfitsAidList ::= SEQUENCE OF ItsAid
SequenceOfitsAidSspList ::= SEQUENCE OF ItsAidSsp
verificationKey: fF&PublicVerifyKey&ia i A8H%HH
encryptionKey: ff#&PublicEncryptionKeyZhif I AEIEHE. WRAAEILNZ, WERET
SR PR W) S B SR e A BN
assurancelevel: fF A SubjectAssurance&5 4 H 3 BEITZ ). SubjectAssurance: AT
€ SLCITS BB 1 BRI 22 A R VRS B B0 22 2 200) o 5 U AT BT DL RS AT 7K P 1) 4 AL
7 ASCE R . BRI (BCA 1 ER) B 2K i AL E N0
itsAid: FFEUInt64 KR — R REATIE R HIAR R o
TtsAid ::= Uint64
itsAidSsp: FF& TtsAidSsp4i g IIHILE iR 35 BUPR KR REAZ R I 511K o
TtsAidSsp::= SEQUENCE {
itsAid TtsAid,
serviceSpecificPermissions OCTET STRING (SIZE(1..32))
}
A GERE 5E SC T AnAn] Gt R E IR 55 AN PR B0 2RSS B 4 3%
serviceSpecificPermissionsiE 324 FT,
6.5.2.5 BAYMBRE ValidityRestriction
ATBRRIRE 7B R A R RS . FMER N s R >N Af
time_start and endZ&Mf#) validity restriction. %I e X NValidityRestriction ,
ZERNT
ValidityRestriction ::= SEQUENCE {
validityPeriod ValidityPeriod,

region GeographicRegion OPTIONAL,

11
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}
ValidityPeriod ::= CHOICE{
timeEnd Time32,

timeStartAndEnd TimeStartAndEnd

}

TimeStartAndEnd ::= SEQUENCE {
startValidity Time32,
endValidity Time32

}

timeEnd: £F4& Time32 £5#)IE AL H I,

timeStartAndEnd: £F&Time3245H, B EUEFA Rk H W LUEF#E B .

Region: 5& GeographicRegionss ¥ 1AE A %% X 35
6.5.2.6 %% Signature

AREERE LT — A, %R e T BRI T AR SRS A . Haiin

Signature ::= SEQUENCE {

curve EccCurve,
r ECCPoint,
s OCTET STRING (SIZE (32))

}

BGHME SN Hash( Hash(data) || Hash(signer) ); Hrhdata 52871y,
signer N4 FE . HHEGN, signer NERKTEHA [, getBytes 01 HALARN, ABAH
UEF RS N 2

X525 44 AN B A5 44 I e 7 5K
6.6 IEBHHETIFREN

CRL GUE-PHEHAIR) FA LIRSt

Crl ::= SEQUENCE {

version Uint8

signerInfo SignerInfo,
12
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unsignedCrl ToBeSignedCrl,
signature Signature
}
HEF U 51 s AR B2 W KB
version: CRLIRA . fEAPRHES, MTFBEE N,
signerInfo: FRIRZBLZHIZEH. ZEABERM self. WREBEZELZ N AIERR subjectType
ANrootCalf)if, Z%fH R fEHcertificateDigestWithSM3.
unsignedCrl: ARZ4CRL.
Signature: CRLAMAMNIMIZEXME . 4% TunsignedCrl BN B THHEISH .

ToBeSignedCrl ::=SEQUENCE {

crlSerial Uint32,
issueDate Time32,
nextCrl Time32,
entries SequenceOfRevokeInfo

}
criSerial: TH#tds, MO JF4h, X TRERMUKCRLI, HAHRNZIGIL,
nextCrlMlissueDatedd & | HLCRLZE 25 I [A] BL o
nextCrl:AL& T it iCRL A& A B ]
SequenceOfRevokelInfo ::= SEQUENCE OF Revokelnfo
RevokeInfo ::= SEQUENCE {

id HashedId10,

hashAlg HashAlgorithm,

expiry Time32 OPTIONAL,

}

id: #AEKIUEPHHashed]d;
hashAlg: THE1S 1 dAHE B A %S
expiry: MEAERIUETS AR [A] 5

13
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Mt R A

(ERMEMIF)
I TSIZZUEB &R G

A1

&
=

AHR Gy MRS BRG], IR T — DG Certificate A M BGLE %R, A

WP 15977,

A2 EBREE

Encoded successfully in 159 bytes:

02810011 22334455 66778801 08212123 24252627 28000000 84010203 04050607
08010203 04050607 08010203 04050607 08010203 04050607 08010203 04050607
08010203 04050607 08010203 04050607 08010203 04050607 08008000 00000000
80010203 04050607 08010203 04050607 08010203 04050607 08010203 04050607
08010203 04050607 08010203 04050607 08010203 04050607 08010203 04050607

08

A3 IEBHIEREN

Certificate SEQUENCE
version Uint8 INTEGER [length = 1]
2
signerInfo SignerInfo CHOICE [index = 1]
certificateDigest CertificateDigest SEQUENCE
algorithm HashAlgorithm ENUMERATED [length = 1]
0
digest HashedId8 OCTET STRING [length = 8]
0x1122334455667788

tbs TbsCert SEQUENCE
14



subjectInfo SubjectInfo SEQUENCE
subjectType SubjectType ENUMERATED [length = 1]
1
subjectName OCTET STRING [length = 8]
0x2121232425262728
subjectAttributes SubjectAttribute SEQUENCE
verificationKey PublicVerifyKey SEQUENCE

curve EccCurve ENUMERATED [length = 1]

0
key ECCPoint CHOICE [index = 4]
uncompressed SEQUENCE
x OCTET STRING [length = 32]

0x0102030405060708010203040506070801 . ..
y OCTET STRING [length = 32]
0x0102030405060708010203040506070801 . ..
validityRestrictions ValidityRestriction SEQUENCE
validityPeriod ValidityPeriod CHOICE [index = 0]
timeEnd Time32 INTEGER [length = 4]
0
signature Signature SEQUENCE
curve EccCurve ENUMERATED [length = 1]
0
r ECCPoint CHOICE [index = 0]
x—only OCTET STRING [length = 32]
0x0102030405060708010203040506070801 . ..
s OCTET STRING [length = 32]

0x0102030405060708010203040506070801 . .

T/ITS 0075—2017

17
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Mt X B

(BERMEFR)
IEBRES RS R B

B. 1

&

ASHR I3 — A UL S RAE S~ ], Rl s LT — G CRURS AU 50, IS4

ﬁj\
B R AERIL103 7T,
B.2 HEHIE

Encoded successfully in 103 bytes:
02810011 22334455 66778800 00000100 00000000 0003E801 01000102 03040506 07080900 00008001
02030405 06070801 02030405 06070801 02030405 06070801 02030405 06070801 02030405 06070801

02030405 06070801 02030405 06070801 02030405 060708
B.3 BUERT

version Uint8 INTEGER [length = 1]
2
signerInfo SignerInfo CHOICE [index = 1]
certificateDigest CertificateDigest SEQUENCE
algorithm HashAlgorithm ENUMERATED [length = 1]
0
digest HashedId8 OCTET STRING [length = 8]
0x1122334455667788

unsignedCrl ToBeSignedCrl SEQUENCE

crlSerial Uint32 INTEGER [length = 4]

1

issueDate Time32 INTEGER [length = 4]
0
nextCrl Time32 INTEGER [length = 4]

1000
16
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entries SequenceOfRevokeInfo SEQUENCE OF

RevokeInfo SEQUENCE
id HashedId10 OCTET STRING [length = 10]
0x01020304050607080900
hashAlg HashAlgorithm ENUMERATED [length = 1]
0
signature Signature SEQUENCE
curve EccCurve ENUMERATED [length = 1]
0
r ECCPoint CHOICE [index = 0]
x—only OCTET STRING [length = 32]
0x0102030405060708010203040506070801 . .
s OCTET STRING [length = 32]

0x0102030405060708010203040506070801 . .

17
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